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Uaonfusessdnsnioluseiuusema dndulediignianzszuy viegnlaud sielfifugiulunisimouns
fawdiitelavdfldusnsiiuled Fednlngdruorderedud (Vulnerability) veswendwasfiflegluvatsdiu
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1. wUduLun

wesgunsinwanuiunsasadudnsuivlsfacuil Wuummazdermundmsunsinw
pnusfuasUaenseveaiules lnsvoulnvasuuimsuasdermunlusinsgiuatuiasdulufinissnu
ausiunsasnsdsvoaaissuimaivluduvestusunsudmiulviuinaiu (Web server software) 52Uy
USsdansiiuled (Content management system: CMS) iswgmsﬁauﬂa (Database system) uwag
TUsunsuvUszgnduuiu (Web applications) Lileanmnudesainmslaudiulesd LLﬁ%ﬁﬂﬁﬁﬁLﬁm%mﬁ
wmslunsiuiouazannsodanisiudgmiliAetuldedraduinnsgu erlsiony inpsgruatuiidy
Wisdeiauauus Weanmnudssannisgnlasnmanaluladasaumenaznisieans wieniseoula
wihilu viatl mavinliduledfanusunsasadeiu Sendufeserduanud uuddunisuimsdanisuay
nsgua nMadudunsmadoiausuuzannsgul dailduasifusesinivled Sautuasaondelae
Audeinnislauf vdensynsnszuu wierarudunddumsuimsiamadiuledlunsufos viedte
anAluguuuuitlineiintuinieu (Zero Day Attack) viegnlauf tioidnunluszuulaglildsuaygn
waslpedveu (Unauthorized Access) Lufu

Web content

Web application

CMS

} Server-side Script Engine

‘ R Database

System

Web Server software

Operating system

Amd 1 veulwavemnsgIunsinvmmiuasUaendudmnsuivled (@wiiduduiiv)
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Vi figuasuiinyeu TUswnsudmsulinuinisiiv ssuuudmsdanisivles ssuugiudeya uaznisaiiu
ANTINeNg 9 MAITRINUIATBIUINISIAY WU MsAnasaynsasAneatesiulysknsudmsulauinig
AU ssuuuimsdnnsiuled wagssuuguteya llanuiiuaslaends saufainmssuliemndeanauiiia
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unszruatuisnsdadedmuanagiuinieiifeadesadunisneunuiiovinsdnnisivled
nsfnsauazmsisenfiisdoatuaossniadi msdsesdeyaiiuled uaznissulieaniunisaliennaiy
ﬁLﬁﬂﬁ’ULﬁjU%ﬁmﬂmmgm NIST SP 800-44 Version 2. Guidelines on Securing Public Web Servers [1]
wazludiuresnsiauilusunsuUssenduuivednedunsasasetulddeddosmuaiiieadosan
Touugihudlunazdostudeunnieamiogaseuveaivled vesquiussarunisinuimiusiunsaonde
szuuRonfiumesUszmelne vielneidsn (ThaiCERT) wag wamenswaunlusunsuuszgnduuiuiitung
Uaoanean Open Web Application Security Project (OWASP) Foundation Lag f;jﬁa “How to Secure
Your Website” @93 @1tinsudsasumaluladaisaune ﬂimmzjﬁu(|nformation-Technology
Promotion Agency (IPA), Japan)

2. nsunliuldanu

Tutlgtumiheausing q Miuled 1duedesdelunmsmeunsussnduiusinasuasAnde iy
gnéuitedifiuAanssunisgsia dewgidivledadutmevisiignanamdiuaisaunainiign
Taiamziulednideides videiiuludndveding fndamnudsafiaz andudmnonslaufanguszasd
Segiane tnseadunslanfifiewdsuntasdoyaniiniu (Web Defacement) mslaufiitesluedoya
ddy mslaudiielfidugulumsmeunsiawns (Malware URL) vielfifuslunisdelnamanisiiun
siiwdulasivaenans (Phishing Website) Suananuwanidunelmanuansenuderuiniofiovesiulesd
nslaufduladdsingnuud dndvgiduendevesnivesssuunielUsunsudssgndfiigideaiulivlee
iy Tusunsudnsulnusnsiiu (Web server software) seuuusmsdnnisiiulad (Content management
system: CMS) szuugiudeya (Database system) uazlusunsuussgnduiu (Web applications)

TairuALazIEINIG (Clauses and Guidelines) Iummgmaﬁ’uﬁaﬁ’@ﬁw%uﬁm%’umsu’%mi%’@ms
msiuasasnfeveaiosuimaivuaslusunsudszenduuiv Tnslausuuzuuimanazdoimund
Aendeadledostunislaufuarusluedwifiiedostuivles lnedefmunnazuuamaluinasgiuatul
gnuvseantdudvuandaldun n1ssuny (Planning  nsdasauaznisiediiieatetuiuled
(Installation and Configuration) M swaulUsLNTIUsEENAULIvRE1esuAIasny uaznsiuilow
ﬁ’a@ﬂmuﬁlﬁﬂﬁ’uﬁﬂ%ﬁ (Security Incident Handling) siisneazidensiail

(1) M39uU (Planning) Usenaumisuanislunsaunuusmsdnnisiivled delaun n1sanainu
AumnusiupsUaendevenivled wuinenisidendsuaaneleudelawy wwimeanisidenyln
vinsuleahs waz wuamslunisidenldsruuudmsdnnisivled (Content  Management

System: CMS)
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nshndauaznsieATiReadostusules (Installation and Configuration) Lﬁu%’aﬁmumﬁguﬁu
Tinsfakauaznisdedves Waunsudwsulsuinmaiu ssuuuimsdamaliules ssuugudeya
uway Server-side script engine FINAWLININTHIMUATTARLTITUAADASE
msalUsunsuUsEgnduuivegsiuataende Seetmunlududitiumsdostumslaufidae
wmAdasng 9 Anuvssansnuvesguivszaunsinuiatiuasasnseszuunoufiomes
Usewialne viselvel@se (ThaiCERT) uumnanistesiuainienaisves IPA uag OWASP
ms3uilewndeananm (Security Incident Handling) uderivuaisatiuliifauairdosuiniaiiv
annsnuflefumn Svanauduausuasasnsefiintuiuiuled W nsdhiuledgnyngn
wazmuAY (Intrusions) nsaln1sgnlaufludnume (Denial of services: DoS) wag nilawugn

la1e (Domain Hijack) tHufuy

wnsgruatuiidunuimaazdernuad msunisinwanudunsUasadevesiulediiivanainy

= a g ¢ o g yya Y o v A ) Y] A a X v
Lﬁﬁ]ﬂ"\]qﬂﬂqii"i]llmmll‘lsﬁm LLa%V]’]I“WE}WILﬂEl'JGUEN@JLLu’JV]’NIUﬂqiTUlI@LLagﬂ’]lniﬂ"ﬂﬂﬂqﬁﬂUﬁjﬁy/W'W]LﬂﬂsﬂuvLﬂ

JGEIG

cs' a I3 Y o ¢ I Yo I a A
aLﬂim‘UiminULLﬁzQWGLJWI‘U‘JLLM@JU‘J%QWUM’JU a’lm’misﬁmE)EINGU@QLLUUU‘J%LJJULW@M’JR]&@U

anusiuasasndeveaiuledieglunianuan n. inUszendldlatuiuledmluausuimiuazdeiinualy

wmsguatull wenanifauaiaiesuinisivkasiiaulusunsudssgnduuivdiaunsalduinsgiuatuy

& A
ULWBLLE

web se

3.1.

AIAINUADAAADINUTDMUUALAELUINITLNEIVDI LAY

Useuliumuead (Self-assessment)  wazUsen1AnNI1sSUIaInULDY (Self-Declaration)  1ladin1s

o Aa

ANRUNITANUTDLEUBLUTATUL

2

o =2

Buduiisnnuaenndesivuimnsguainglauldddeiuivled
Buduian1UsTNIASUTBWULBININUUIBUNIBUBN
¥ [y <

Y93UN153UT04 (certification) 1nsgunssnwANutualaendedmiugauanasiauiivled

PNMUILATIVFOULAZTUTDY (Conformity assessment body)

Toinualunasgiuatuianunsailuldladuivledvaluneguuesesusnisiivdius (Private
-~ < sl ¥ o Y Y o < & ~ < sy v a
rver) 38 Auleanldusnsiugliusnisiiuleans vie Vuleanlduinisseuu Cloud

3. Jgny
0 a U a‘r.:l' YV %} r.:’lj
ﬂ’]u‘&J’]JJ“UENﬁW‘VW]I‘Uﬂ‘UlI’]GﬁEWUQUUU

1 = A v v =
U (Web  page)” munedls tonaisiiunadnesienien HTML %38 HyperText Markup

= A [
Language sU\‘iLUUﬂWUWNWC‘ﬁEWUVrLﬂUﬂW'ﬁai'}QL'J“ULW"{]

TUUAneanIU

ﬁﬁ
=a
€
2
e
=3)
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3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

I . 1 = ] A a a = s
Auled (Website) el nquuaaiumanagulasasusnsiu (Web server) dsflgo1suoa

Do

MU
s . 1 = % ¥ ! a 3 d! ¥ d

go13waa (Universal resource locator: URL) ~ van88 mvuasludumesiindeusznaumeie
Instnaeanldlunsiinfistoya (A httpy//) wag Yalawu (WU www.etda.or.th) AffAULATES
U3NI54IU
a I3 1 = i 14 d a sy o Y v a
Fanliiiiu (WwWw) - nneds nguvediuledvianiaspeuiiunesniveyansoulilviglduinis
Sengleyanulnslnaealeynil (HTTP w38 Hypertext Transfer Protocol)

= a < 1 = - a sl o DI = a
WATBIUTNITAU (Web server)  vianedie lasaspauiamesivimtiiduasesusnig (Server)
wiauiulusunsuliuinsteyaiunazatieriantiniu
Tsunsudmiuliuinisiiu (Web sever software) wanefis WUsunsufiinsauuiaiosu3nig
(Server) wiayibiasosuINTamsaliuInsteyaliule wu Tsunsu Apache waz TUswnsy
Internet Informaiton Service (IIS) for window server 1{u

Y 1 9 & P Y a I

TUsunsuAugiu (Web browser)  nunedia Wsunsuiildiiendoyaiivainniosusnisiiviiu

= 1 a ¢ &
wseneianlinkiu
o d’( o

o ' o
TsunsuuszgnAumiu (Web application)  wanadis TUsunsudssgnafigniwamunudmsunis

Y

A 1

Senldnuazdalalaelusunsudug iuniuasedienouiames 1wy weseiedumnesiilavse
= ! a < < v
\wseveBuns e 1Wusy
a o 2 | ¥
s2UUUIMISAN153Ule6 (Content management system: CMS)” wunedia TUswnsudigaua
a a = a ) = & 1 | ] . = v
wsesuinsvasnsaldlunisauauimsdnnisiivlediiudiusedseanu (interface) Faaelv

NeRN1IUIMIINIIAUmALETNTUSUUTIAARA WG AAeades

4. NITIMNUNLLINEUSHISIANSAULYE

asrUsznavvesiuledlaeiliazUsznause 1A3a9U3N15LIU (Web server) Tusunsuuszenduy

AU (Web  application) ey dayauuiiuniaiiumg ﬁagjmaié’fﬂwsmuquﬂua@mﬁ’u AITINUHUUINNG
Fan1siuledlidanuiuasaeasoidunszuiunisifanudfadosniulediivianisasuaud
wangansinazdaliaregiunsuiledymiumiuiuasasniouasiianudesdiazyiliiAasanseny
fuesdusznavdusng 1 veaivled fewmaninisnuwuieuinsdanaiuledasaeligiiieidos

aunsausmsdanisivledbiiianudunslasndeietuamuiminzauiasaenadeeiuauaednITmIg

5309 TUN19911NUEARALATBIUTN1TIUAZABIANYITaLATABITD IA9LA N1531WNUAIUAIINTUAS

Uaeasduveaivled nsaavsidoudolawu nsdendliuinisiiulaass (Web hosting service provider)

wazmsidenszuuuimsinnisiuledafduasvasndy Weresngiusiumuiuasvasadeliiuivles

AUz alrusnig

2 o o o w o a a | a
adafnsilng dinanuiauineranswazwaluladuisnd
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4.1 nN15NeAUAUAMUdUAsUasassvaadIulYa

N3N USUANLTUAIUaRR S BuR i UlYs TudnnuNlTamSUNITHAISAUIIN ARV LN LRIl ALA

MIMURIBUIMNIIANIIATEIUINSAY Auanau (Threat) TABIded wazN151190IA5NNT (Mesasure)
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Gulawdsasalud
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(2)

(3)
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! = IS v o
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o w o [ =]

2 v = a Y o a ] v v o & ¢
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¢ wa o a 2 ! v s 2 o
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uinsaulatng Insiiusnedeyauwivedisls wagnisivuanifiausuinveuvesuaainsd
a v =2 o o A DY 9 o Y ! P
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wwneluiaten 3 “Planning and Managing Web Server” v@411%5§7u NIST SP 800-44 [2] 11
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v o W { (Y ] 1 a £ o & g
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whoaiin159nvinsiensvesdunsng (Asset inventory) weaiuled 1wy SruiwAseaUsnsiiv
TUsunsuUszenduuiiv wasdayauuiunsaiumaiinedtes soudayan1vesduning (Asset
Yo a o A v Y S D Y} = P
value) uaggFURnvaUNNEITEY nATIINTUAIEARNinsTEYfAnAw (threat) Anudululaviain

1 I a

PAzAndeANAINAINEITY NiouAUNansENy  (Impact) sipdunswdmindisanAiunangd

[
a =

Andu weunludeyalunisdndiduanudsesdeanaiunagdesinignunasnisteaiu

pall M98 FFn1suazTumauvein1sUssliuaudssaiunsaditunouniinualiluuinsgiu

ISO/IEC 27005:2011 31ldfe1adslel

° o A P = LYY o ° w

Avualnsn1siingadaainetasiudieanauniniudifgy
nsInasuAIEasiEAnminliaunsadenldunsnsiivedesiunieanaiudes

ndeanauidanudidgleedaldienmunzay ldirezdudowesnmsessuaundeuliiu

[y

yAramiNgItes nMsidenldmalulagiazuinsgiunuanuiuaslasadeimangiudennauuas
aunsnveneveUANITinwIANIuAIUaendeldeg19iussAnsamlunsdiiiuleddidlduinig
NV tinsidenusenmunNInsNsmugaieUesiudeanauniinud Ay tuaiunsald

WLAVIATNASEIY ISO/IEC 27002:2013 fwiualiiluuuamiale

4.2 Msidengsuaanzilisutalatu
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LA3RIUINISRUMS B BsRaNunesTliUSMseg U e eBumesile Tupuduasazgnszy

My MEelaY P (WY 165.134.170.27) wilileednAus1ainsnandl delasniinisddaaven o gens

[
=

woa (URL: universal resource locator) 3e fatuvadudumesidn Sultuiios neniuazainlunsen
fundesuinsivuuaiotisdumediin lnsgorfusassiimmduiusiudelaum mszdolamuiuiog
LﬂmmmazLi‘]uﬁ’auﬂszﬂawaagmil@a W http://www.etda.or.th #38 https://www.thaicert.or.th 9%
fdolauiifinigldfe etdaorth uag thaicertorth mugwiu fetu douflasimuniuled fouairdos
uinsuiviefinnudndurzdesaanzileuiolamuveaiulednueadenou Jelawuiedinmudfydu
Susuusndmsuivled lnsamgdunislavanussaduiuduudumedidn d1lddefiansring nsafu
ngudneiitauaulaluuinisioduegudiiy awviilvidelamy vie ulwddun 18sumnuaula
wazifuftansnldhelianzandrveaivledivingu uidisulufslusunsudum (Search Engine) Fodis
fnee agdunvidaiinisdum (ndex) Tuduiwantisieg veaiuled Wy Google Yahoo uwae BING
Judu waeedsiidelnwugnudlalidlugaivlesuaonats uasaivamilsivinliAnmansaiidudonts
\indstndnldeamefoutelanlaglailisueyn e ﬁﬂﬁﬂﬂszaqﬁ%’wmmiaLﬁﬁ’ﬂ,ﬂL‘Uﬁauuﬂaamig@@hﬁuaq
FelawuitotlUlflumeiin Seusngmusieauwes Security and Stability Advisory Committee

(SSAC) [3] siariu snmsgruatuiliiuuimislunisidendsuannzileutelawudissialuil

(1) fnsBudunsamedeou laeligvennzoudusudiuavesnulasnsdnludsadoulomansii
(hyperlink) vuduma eszyliludlualinnisldan (activation email) figf3uasmeidoudsan USns
sazideuamnsaifiuanasnsmiuiiuaasaselaglinisndeludmneiatinsdnyivesivean
ynzidoy ievsnmneiavdmiuiudunisameideu (confirmation number) Tguoannzidouti
vngiavnsentuuaduuuiume Wedlansldnultydvieeygaligsnssuls

2 fuesmslumsifivanuiuaslasadslvfusiariu 1y msmuasiFufuvessiariuiisiaiig
Fudaunaalaein (Strong  password) izqmmmﬁguﬁwaﬁﬁamu wazdinetgn1sidau
Dusiu

(3) fnmsudafounszmstuiunisfsuasdeyanmsamandou sl naudsunlasdeyarieg Faull
ﬂ’liﬁmum%umauﬁ’m%’umim?iauuﬂm#’fauuae‘?}ﬁmmﬁami@us‘]’umﬂwmﬂyﬂﬁaﬁlﬁsJ’asi’J’aa a3
§u€fum'§m§wuﬂaaé’wmzﬁ%ﬁaai’]aaﬁuﬂmUﬁauLLanmﬂﬁﬂszmﬁ%aﬁma%ﬂaamﬁaLﬁ'al,%’wm

w1 ayanuARAlauARavTale
4.3 WWININISEINFULUULATENU3NSLIY

Y a =3 ay a1 o w 1% Y [y =3 ¢ o Aa o

Aliusmsiuleans ddwddglumuanuduaslasndevesivled Wesnluguwuuiieunsesin

ity Jlauinisasigiusilugauassuuu]uiinig (Operating system) Tusunsudmsuliuinisiu (Web
a o I3 ¢ I sal a Y] Y} = a 2 & &

server software) seUUUTHITIANISAULEA (CMS) wazapndAwlIsNALIT0I ULATBIUSNISIUTINLA 119k
N13ARAY AIA1 wazN1sUSULIBsTuMIaUSUUTIEUL (Upgrade/Update) @sluunenss godlnifenaasiin
YurandolanaInveeszUUUURNNT (Operating system) #3e TUsunsudmsuliuinisiv wie ssuy
Uimsdnnadules Saunesinisiseuiegisglduinsliamnsaudluuiulslies
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wnsgruatuiiuwimislunisfiasandengliuinisivleans awieluil

fA1suEeNFURUUNSIUINTIenIN Shared w38 Dedicated
sUsuunstiuimsivleafsduivatsguuuuliddnazidunisiiuinisuuy Shared wse
Dedicated &eguwuun1sliusnistuiiveunnsafuidluizoseswiuyueildinsuazanimwindounid
| ) ) 2 I3 v a a0 v Ao A &
nansenusarnuiuaslasnseve uled n1slusnswuy Shared denlgataiaiiasannidunis
Tdwsesusmsiusniussninglduinisvate 1o laednldlafinsuusendnsnsidnfiasening
Tsunsuuszandvesilduinisudazse danu ndulsdvesgliuinisselaseniisivedlng §
Uszasdienanvendededwitiulunsidilaufivledau feglueiosuinmsifeaiuls wiinesduy
Aulgdnldfvedivdiaenniy dguuuu Dedicated W dlduinisudazseazliiniosuinisiiu
weniululngianiy Favihbisieldinegeninun witiedesiuanudsinnisgnlauma ugesdng
< & v [ Y a [ 1 < a0 Yo a ‘g [ S’j Y a a v o w
Yo duledduls uisuuuunisiiusnisaenaafaelianldinenau daumngldusnisiivednin
% P | v < a o & A o ) = a v & )
MaiuAuULazAlgIeitaudndunsdesfunsuisanudssinuaiuiuaslaondonas
LS UUBLINIINTURITUNT DU IIIRANTENUANNAMULELIS ALY
miﬁmimmﬂgﬂLLuqustaﬂ’ﬁ%’mﬂﬁﬁziaﬂm
A Y] | P ¢ & alf) v 1« A a I Y a Y a
WelinsAunudesinilugerndwisildnuesgluiasusnsiv gliuinsiededulouien
daaulunistesiuarudeniene1asiinaindednitue wu n1sudsliglduinisnsiuluiug
N1 patch visaunlatgyianiznin (Workaround) aufiEnangendws wIegldeIvaauam
TuaslasnduNtanelauuzil nasnauwaua1ses Tunsainidudesluinldaiunsaniisudly wie
Jastumudemelalussozinandus lngsoiliansanyinaia1ninag lasu wayszegaiause
anfiunslidnsa naenaueradesfiansanisrnusuin (Liability) TluInsenvvzdonwely
nsdiinAuEeeugHldusnslunsainiisauunnsedlunisdnnisivedinineg
suwuunstiuinisteudnelddaya (Remote file transfer)
SLumiIaus’hleWéGﬁayJaiwmm‘%awm;ﬂ%ﬂ%mmazLﬁ%aw%miﬁu ;ﬁﬁu%miﬁuiaaaa
msivemensiaudglanduaslasadoiaziinisidnsiaiienwinuduvesteyaseninemi
n1stoudne wu fUSn1s Secure Transfer Protocol (SFTP) d@wsunseuiunisieudelag iusu
nsliusmsguuuunisdeansegaduasUaendedmiuliuled (Usnisinsinaea SSL/TLS)
UFn19inslnAea SSL (Secure Socket Layer protocol) Wwag TLS (Transport Layer
. = A o A aa ) ) a
Security protocol) UulnslnasainimuauuuunisdeasisianuduasUasnsie (@51eazden
Wiadnluniaauln v.) Farnsadesdunisdeansveslusunsulssgnalussuusu-Ii (Client-
Server system) 41nn13aaURNe (eavesdropping) nsuAlulvldunie (tampering) waz n1sUaeu
wasteanuildlunisdeas (Message forgery) ulandlailafinasi SSL/TLS wnldau awila

lomalifUszasdseanunsaasuils uilvuazasuulastoyaildsu-deszninaesosusnisiivuas
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Aldusnasle lunsdindimnudndudesddauuinig SSL/TLS gldusnmsaisesiaaeuingliuinisiiv
lgafa fnsliusng SSL/TLS wield wingliusnisanunsaliusnis SSL/TLS dldusnisidnduas
volususesdiannsetindussunnivled wie SSL Certificate (3eaziduainlunianuan a.) 990y

Tusnislususesdiannsedndfiundetio usns SSL/TLS azduasesdlefidrfglunissnwiniig

'
£ 14 ¥ £y a

funsasndgvestayadifn Wi Jeyaanal Jeyatnsiashin Faiin1ssudaiuseninauniesues

Y a = a I3 Y a v a a & s o o ° a ¢
m%UimiLLazLﬂimUiminU I@SLQWWS@%UiﬂW?WW@QﬂWiQ%Lﬂ@Uiﬂ']sL'JUl%ma']ﬁi‘Uﬂ'ﬁ‘Vl']'W'WﬂJSUEJ

Y
a &

duannsetind (e-commerce website) Wiomsgsnssunsdiannsedindvesninsy
(5) nsdsestoyanarnIIgHasNBIATEIUINITHIU
Alusnisdesdinsdisesdeyaveaniosuinisiiviiegluanuguasgisaiiaues wonaind
Y a N DxY) Y a o  w ° v < sV w Y a
liusnsasiinsestlelvitugliuimsdmiunmsdrsestoyavesivledmedies gldusnisens
nyRaeuUlvefingItasiunsasemazlAutoyavelvuing T8nsdrsesoyaiglnusnisly
waziAsediladiulgauazaInlinun1sd1seazfAudeya Ilanumuvaukazaonad oy
¥ ¥ A 1
AudeInsldnumsely
(6) MsfnsieRlriusNIsIllelivinanay
Aliusnsmsaziidesmedaselamedmiunsaiiiiamanisalsiuanudunslasnsde e
Tdlunsusganunuegieiuniieg Mislunsalngldusnmsdesnisinsieliovennuylgivie wiensai
fvthenudulszaudiun Msngliuinisiidemnsiasaanisiieltuisennuiunsvaends ag

Preazioudn giuinisiinueilalddedgmimunnuduanaonsdsidueeabs
4.4 wwimen1sidanszuuuimsdanisiuled (CMS)

nswawivlgdveaniisnuvesiguazienyululagiu wulddadnfivunlduvesnisui-szuy
USsann1siules unldauiueg 1 aunsviae 9191ieIN191INAUALAINAUIEVDINISHAILUILALAITUS IS
Jansiuled Tnegunuuvesnsiauniineimdunisin CMS Avmwangiaunluiausena aeygiali
Aldusnsilananunsaluldanusdeldns viednussanuisdodu CMS Mimunlasudenlulszwmelne
P a | a A a a < ] =& & A a = a ) 2 ¢

wazdln1sAnA1USNsUseavanstun1stoay Fududnniaiennilaveanalulagniswauidvled Taely
JagUunudn szuvuimsdanisivleandunieuwasddlduinisuiniigalaun WordPress, Joomla,
Drupal  ®1ua16u 91n@dRves Google Trends [4] wagaIna@diseetaelnail National  Vulnerability
Database (NVD) Fadussdnsfiegnieldrinfiuaes National Institute of Standards and Technology 3@
NIST [5] wuan CMS Aflanudouldiuniniagiisnsautodlnivedseuuunguiy Dauniiinn1sui seuu

a ) < & Q) v A & 2 | v % a Y < ¢ &
UImsiansiivled inUssendldaziioldunisneulandmiisnuidesnistinisuimsdanisiivlenduly
Ipegesdeny wagausaguszeznatunsimwias inatluiaunludveailemvlauauysaila

1 d' d' I~ QIIQ v I~ d‘ v [ dg a al' Ql' 1
uatilesa1n CMS Mbunfeusinduszuuiimuiiuulomueesa (Open source) FIHAMIEDINAENUT DS
QU N
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[

mmgmaﬂ’uﬁ wuanslunisRansadensruuussannsiuledi mmmumﬂaamﬁa il

(1) NATUIINARFBNTNYITBINUANTSNYIANLTUAIUFBANY

CMS AasilendnsuuzlLuInIInIsRnfuarn1sfaAnitoSnwausunslasn e
(Security best practice) uazil plugin iaSuiinnssliinanuiunsaonfonsimurudonisves
Hauardesuininivuazdliuinig uenandudensumnusiunasnioudeitadedu q
annsatanfinsanlfifusumadunsidon cams 1§ TnesuseasBoadiinduléan “Choosing
a CMS” [6] ¥89 GSA’s Office of Citizen Services and Innovative Technologies Wag the
Federal Web Managers Council

(2) NsunNAMAINUBIUTTTIRNTNTAIUT CMS

Tunsdives CMS My open source FedpsofuUszrIANYRITNWAILTUAITUSUUSY CMS

P ]
TATu CMS  Aduszaautniaunivualng dnsaeansnigly wazWauieg1emaiile (Active
developer community) azilu CMS  AfiflsAtunITIURBUALBIsEAINRBINITVDIRLELA
| P o x> = Y A ¥ | | | )
1NN Tdansusunesturseuiuussseuy Weunnlutounnsesuazyedlnives CMS gaaunsa
dunalaananudveinisuiuiestuniausuleseuy CMS  wieuntudedniniiniu vie
szezialdlunmsianndiiuiu (patch) weunlugeddvimiindiy

(3) MsUNNUNAITBYATILAEINUNITAAGAY N13ASAT LazluInensinwanuiuasaensdy

CMS NamsilurastoyawazionasatuayuiieITosiun1sinne MSAIAT Wag wud
nanssnnauiuasUaensiglniu CMS

5. NNSAIANLATEIUSNISIAUBE N UAIUADANY

Lﬁaﬁmiam&y’ﬁgwﬂﬁﬂ’ami (operating software) lAu3nsusmsiuseuiosuditunaussly
Aomsfinsalusunsudmiuliuinadu (Web server software) Befifffmuvassouasiivatsu few
drounisindevenduasiendnn Q’@u,aLﬂ%w%ﬂwsﬁumﬁﬂwﬁwaazlﬁswuaa@jﬁamaa@&u’ﬂ (Installation
euideline) warmsmsrnmniwesaneg Miedeaiielisendursfnanaunsavauldmuaudasnis
Guamfﬂﬁu‘%miLLavﬁmmﬁumﬂaamﬁs ?jaiummimuaﬁuﬁﬁlvﬂénﬁﬂ%’aﬁmumﬁL‘ﬁ'meﬁmmiamzq
(Installation) wazA13Aern (Configuration) Thieatesiuiniesuinisiiv I@mvl@ﬂanmmsuawmﬂmq
oA mMsmarlusunsudnsuuinsiu mammszuuuimsdnnisiuled N13A%ANgIUTB YA N1TAIAN
Server-side script engine way NIsTMUASTARNULAZS TR UlTiauunaende

5.1 n1sasanlusunsudnsulinusnisiu (Web server software)
AsAnfIwaraIA1 lusknsudmSUlRUSN15U (Web sever software) @aulushnsuiil

A A sewasivategu mewmnlnouni1sAnaalusunIuaingnd gauatA3aIuinistiualsne
T8AzlBUAvAilaN1SAAAY  (nstallation guideline) Wwarn13AIAIMISITMOIA1IY MiAgITauNeln
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Tusunsufsnanannsaieuldnuanudesnisvesgliuinisuasdiamutunsaonds n1sinduaios
vimaiutumeilfiAneuiuasaondeinniian fauainiasuinaiumsinyienans feyalunis
AndaAiaauinisiivedisasiBeanoufiazdufndenie ddusenitdunouiafs 0199sdinisRnsdlusunsy
yi3oanius (Script) 1aq Alaisniu fndanlvodnednlut® fedu Wenutoualaq 7l dauainies
uinsiuaisavesnluiiui ieliifumsladeslwiliguszadetunvidunseuiaiewinsduls
faidu wesgiuaduitaitermuaiiiefulusunsudmsuliuinmaiulidenutunsasade dil

(1)

()

USuugsdulsznavredlusunsudmsuliuinisiivedrsadnaus dmnlvgudrgnauiuuse (patch)
tuaziulusunsufdinisuiludaunniesniegnseuvaslisunsuiinsianusauddinisimun
Usznsamlunisiauvedysunsulinedu

v YA & v Y a % 1 A & ¢
AUANTEANURINABUYT BT ILARTBRANAR (Error Message) lillvikanstayaiuuselew

ARNUTTAIAS18 LUBI9NHUSLAIAS18AINNSA L UDNAINTBAINULIILFADUNTOUDAINULARS

Y Y Y

a 1%

ToranaInAImnITatanI1sRAvedlusunsuLarsEUUNEITaela
Januaangvesasuy (directory) Mldifivinddaya Vivina szuvufuinis Wsunsudmiy
Twusnsiu wazlusunsudu o lneaghesiinnsAvunanslunisidnisaisuuiiineadesvianualed

WL AUNUNS T ULAE AT RN UAYUaBANE

A3IARULALIANTTaY Msg1alusunsy degralviadeya Taadlinlilaldau wu Jaydddinisld

« A [YIPN

IUTENINNTEVIUNITAAFUATIIUS AT UNINLS 18U INELENa1SNNINUSTNENEALATDIUSNNS

Y

1% '

I3 ¢ ' | da & a a I3 v o v a A a I3 v X
LIU vLWﬁ‘V]@ﬁ@U VLWE’IW'J@EJ'NV]m@@ﬂﬁﬂﬂLﬂi@ﬂUiﬂqiL’JU UiysﬁﬁghlsﬁwugquﬂLﬂi@ﬂUiﬂqﬁL?Uaﬁqﬂmu
D

nyaeuldliinsldasuiuvesteatsuy Yelwddoya duvialnddaya sWanu Nurduns

Y

2V 1

a & 4 a < - 1Y sy o Y1 a L v & v a A
AARAATOIUINTSAU WesngUsrasaedinagldansudumar iiludeyalewulumslausinies
USNI54IU
AIUANNITNTNATEIUINISIY wazddanneavlefivatenianiegersueaiioyginlimnased
a < =~ 1 . . = v Y 4‘ a < a a A
Usmsivanunsalionsia (Whitelist) 3ag7eliauatasasusnisivnsianuauraunfninnuing
nswewsesaniudmuneavlefivaenimisyeisueaililasuauy e
Yaudnisneg nlldnduvwaiosuinsiiv Inslanzuinisussian Remote Access @aulung
- a I s a @ s 5 Yo v 44' a < N
w3esuInsivleddniinisinngenduisiie o uliduiauainsasusnisiiviiieriinadny
Y v ! | [ 3 [ < a
avaInauIeINMIsidIndinUsenausing  vesiuled lddnasduuinisussian Remote Access
\9u Remote Desktop, VNC, SSH, Telnet #3ausn1sdu ¢ #ianuigidesiuivledlnenss
981U USN13g1uteya (Database)  maenauuin1s FTP dwmsudanisivdveanivled nale
Usnsene 9 fsbivwessauimadiulagldlaldaunseuaiounsdalemalifuszasdsiela
nagaulanAmYadninudeaiatiy q dalunsdinguuswn enadetugniussasdiednfedeyaly

= a I3 v a a o & Y
Lﬂ’iE]\‘iU’iﬂ']’iL’JUIU’i%ﬂUﬂVIﬁ“UENQ@LLﬁi%UUﬂL‘UuVLﬂ
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5.2 N15A4ANTEUUUSHITAIANIsIUlaE (CMS)

wwanstunsiuiuledduiisedunainraneds Janisihszuuudmsdansivlsdundssendld
uidusnmadennilsniedruneanuazainliunisiauisaznisuimsdnnsivled Jauanisauinig

See

a

=€ o

Hussdudeesamasrusenavunegenaunazldauase s liivledianuiiunsasadonas doiusie
ANAINANFUSEAIRTY [7] [12] [13] [14]

[
[

Ty wesguatuiifaldemuundnsunisasanssuuuimsdanis iuled fadl

(1) fesinsinundnsnisldau (permission) Wagn13AIVANNITIE (access control) luldsng q T
wngaufuunumkasninve liuInig
(2) asrvaeuhilwdniolusunsuady (plug-in program) lidnlunselildldauusingegwsely dn
D < a 2 v = a & ¢ A a & o oa
ATIANULRLALATBIUINISIUARIAUTonaUN SRR lidvTalU LN TUES UYL
(3) MlURTIFERUNTTNLARLIDTTUVBITEUVUTIMITInNIsIuledediaue wasdmamaesdulmdu
Uagtu ianilvaalndaniuledvdnvesdliuinisssuuuimsinnisiuledwinty

(@) audgyddldnundunisfndeszuuuimsdanisivled WisudedldvesTydldduniedsuy

o

e

swanuroaUn Ty TR dusianuidanusiunsUasnsfouny

Y

(5) wWieu table prefix vasgudoyaniuiluseninanisfinfsssuuuimsdnnisiivles endiegraduly
wordpress aiin1sld table prefix ATUAUAE wp_ xxx IiiUasuludodu iewainenadutemis

WiUsgasddeanunsansuislassaiiwagasdbugiudoyals

5.3 MIReA1gIUdaya (Database system)

9MNeNasi3es Oracle Database Security Checklist ¥83 Oracle [15] way Making Database
Security an [T Security Priority 483 SANS [16] ﬁﬂﬁ'ﬂﬁqLLm‘mNﬂﬁ%’ﬂmmmﬁ’umﬂaamﬁmaqgmsﬁaga
Sfuinilrnuhadladuedrann Wesmnlunssuaumsinuvenaiossmsdunazdulediu sxdesding
Audeyase q adugiudeysegiaue fafu fauariosuinsduiaiulusioatimesdusznauuiseaiio
Snmnusiunsasafevesdeya

[

Aty Aespruatuiiteidervuadmiunisasagiudeya fail

[

(1) segiutoua sugelianizlusunsudsend (application) wagieieauinsuiviiifeifoadiis
I

(2) muguMsihieszuuguteyamssTuuInwIAITunsaeady 1wy sufuyngnudelilioad
(Firewal) Wudhu ilelailsifldusnsmlvidndsgudeyals

(3) ms19aounazlauinng (Services) hidnduvdolilsldony Tuszuugudeya

a

(@) Inlvidnisnumudiglinelugiudeyaniussesiianimvun wazautaydglinlidlaiinisldau

o

20NINTLUUTIUTBYA
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(5) UnUnudgldnunioudiunmshnssgiudeya viseldsusiaruresUadgldanann Thdusanund

Y

AN UAIUADANY

(6) ﬁmummamé}gﬂiwugmﬁaaﬂaLﬁahia‘qcmmim%’muiﬁamﬁuﬁﬁm’m (Null password)

(7) nraapuLarauLiluang 1 (temporary file) fignadrsdusenimsnsaszuugudeya esan
IWddeyadananensazideyaiiiulsslovidedussasiie

(8) Ufuugnestuvedlusunsussuugudoya wiodmian patch anuisngsimungensdnslndunes
Fudngaave titelilusunsufirnusiunsasnouniian

(9) fvundnsn1sldau (permission) kagn13AIUANNISIUNAY (access control) TmEnzauiuunum
uazvthiveagly [17]

(10) sarumAuluguteya fosdinsidisfaiaue
5.4 NN3A9AT Server-side Script Engine

Tuthagtu wanediuladldinisldimalulaglunmsimuivlsduuunatn (Dynamic Website) 4
demlunthdumadsuuladdmudedefidimun  Tnenmsimumiiiunasuunataiugosorfonisly
walulad Server-side Script Engine 14U PHP [18], ASP.NET [19], JSP [20] Wusiu djguatrdesuinig
Sudesinsmmesdussnauuisegnwes Serverside Script Engine Wilmusiunsasnseitetiosty
nsinfsesUssasiie

[
[

[ 3 v A A Y o o U :.’/ ! . . . Q’lj
MU UINIFIURVVUIUYDNAUATINITUNIIANAN Server-side Script Engine n9u

(1) eurumsdalildnseansuusing o ivangauivunumvesdly 1w lud Script vioansuuiiiiy
TUsunsu mseyinnsdidauagliansun flifdudvodidudotnimuivenduisiviny
Aausnmsmlulasuansursiuuaslianmnsaudlals w‘%a@auaLfﬁmU‘%miﬁulé’%’uﬁwﬁﬁgaé’m ey
wazuAlule 1Wusu

(2) YFuuganesdures Serverside Script Engine #3odman patch nuIEngimwrenswI sl
nesduanaaae Welilsunsufienuiuasaonsoanniian

(3) ﬁmuﬂmaﬂ&gﬂﬂﬁ Server-side Script Engine LLamsz’J’au”ana%%’usuaa Server-side Script Engine i
wesuimativldann Tu HTTP Header iosaneaidurosmslifussasdiroaisiinesiuiindos
Uimsiuldanulagmdesinidnuvidunsels [21]

(8) SvunARacs  Serverside Script  Engine lilldinisuansssanidenvesdoninunieuans
dofiawann (Error message) ndesiineazidunaszuanidoyaifidndunaglifulsslow

v Y &Y
NUHUTZEATIE
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5.5 NMSATAUABALSNWITARNIU

<

¥ v 1 @ o Y] d' a I3 o d' £ IS LY
AN EIUTEUUANS 9 GU’EJ\‘IL’JU"L"UGIIU{]?\]QUN LATBIUINITAIVANTUNALADINTIVABULALEULY

fauveglduinig 1nduyanaiildsuougianiell Felaeundudnld JeUadld (Usermame)  uaz

o
(% IS

s¥asin (Password) Tun1smsiaaey FansiingszuumededyTglduassiariubu faudesgedenisgn
Taufanguszasdie uagdadofiagsilvinislaufdnsondeladu dniuegiunisivunsiariuyes
Avnneadundn Famngléuinstmuasiaruilifinnuiunsasndouds Avidudumsidalena
TifUszasdomamnstariuiaz teyaidunuduresglivimslilasdouaznelsiinuansenusnnune
WU Mahganssuesulay fuszasdieinduietyduarsiariuvesdliuinisld Aaunsavasusiaiou
ufuglivinseatiluiginssilag Alfededasy Wusu suuuilumslesfifiedniensiariuveadad
dld &1 2 35Afe Dictionary Attack waz Brute Force Attack n13laufisianiuwuy Dictionary Attack 1lu
msduendeyaviesarinuanmdmifieglu Dictionary uazAdwinnuyesdadenin “Word list” Tuvas
finslafiswarunuy Brute force Attack [2] aziduiBnslauidhensgudeyaniosiiariiu Tnaninim
s umuynanudulldvesdiidnusluwiazndn {uszasdieaaududinnduemioeiaagldlusunsy
SolutRvhauiteinguild @9 Brute force Attack aunsamsvariiufigniesld ilsustuegiusroziam
youmauilazannuietiosiutusgiuanududounesnssasiasio

[
14 2

AeluInsgIualuiRaliven ueiineInunsInnssanuliinuuaIUaenduRall

(1) seAsraeulviianusiuasUasndy (Strong password) IngsHaN1UAITUIENDUAIBAIDNYITIIRT

o (Y L3

dnuazilngnaniu dfawuardydnvalfiiavediatos 1 wan wazfesinugnvaualites

A7 8 #aN
(2) Amualriimsiigusiaiiegsainaneazdiganlon1@aINN1TYNAIAAITRER

(3) Whusiaiuiludnisdrsiaduuwaisauinisiu mndndudesdnsiiusiadiunseglugund

Y

nssadUMNTIIRsgIuAUA N UAsUaBRBiIUA [22] 19U AES 38 Triple DES 1Judu
wasyniinsiivegluguuuuresruey (Hash value) paslddunauds (Algorithm) aufiumsgiu

fruausTuasUasneivualy [22] @y SHA-224 SHA-256 SHA-384 SHA-512 \Huduy

6. MsnaulusunsuUszndulAsasUsNsIvagsiuasasnsiy

geAUsEnOUAAYIINTT NwIAuTuAsUaenduiuladUsyneumsnssnuwauiunsasndielu
dosduman Toiun (1) mssnwauliupsasadevesaisauinisivsaslusunsudmsuliuinisiv @le
nanluseazBealiung 5) waz 2) nsshwvimiuiuatasadevediusunsudssgnauuiu 91nadnde
anmudunislaniiivlgdifiewasuuuastoyameunsniniu (Website  Defacement)  &aglaudd
Tagusrasdiousuasuntdnivled Tul we. 2556 9uunmuusznnnuiedu (ane Tawuuy th)

J < 13 1 [y d‘ [ v ! A o [ & ,a < 1

wuinIuledueanulisueessy (so.th) Migndeanaudinanifidiuiugegnl,929 Vivled (Aadudesas
44.6) waziiuledvesanitunisfine (acth) Bd1uau 1,515 Auled @adufevas 35) Geamamaniivihli
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Andinislaufivsziandinanunandednivisedeunnsesiinainlusunsudssgnduuiv esainuesnss
nssnwanutuasUaendevedusunsulssanduuivdnazgnuesinuvisnduseanddy

Open Web Application Security Project %38 OWASP Fudussdnsindetuiieduasunay
fimunsinuenuiunsasadsvesiuludvielsunsuuszgnduuiulfinisdavillasinisda 10 Susu
arundssvasiusunsulssgnduuduidudsesinnd 2dud 2013 du Snsdedusuarndesiinugaan 10
Suiu (eazBuaiiudinainiules https://www.owasp.ore) %qaamﬂé’aaﬁ’ummLﬁaqﬁquéﬂizmumﬁ
fnwnusiunsasnisssuunouinneiUssmalng vie Weiddn asaamuluiuled Afegluuszmelne
TngtedlninionnudssiifsfulusunssegnduuivinudulngazduFosnislasannaiaci 4
19U SQL Injection, Session Hijacking tay CSRF Huduy

AetY WnsgruatuiifldeduadimsusuimisdunisinwanuiunsUaenduvedusinsy

= o ]
'
a

Uszgnduuiuiielesiuanudesiinedulusunsudssgnadanududulngaadl

6.1 nsUasnunislannanmatia SQL Injection

Tudagtu vaneiuledlafinnsldmelulaglunsimunivmanuunain (Dynamic Website) &
Wevnlunihdumaasundasldmudadefidnuadu Wasuwlasnudiniaigldusnisdndaivlsd
viodsuulaswmundlduinsimundudu sndiegradu dulednszauing Wedlduinisdeinisen

| sl A ¥ D] g @ = DA
nsgbunsgauy WswnsuszendinetesasUssinananaviansiiivmandulagduunigaliun
Hlgusng

= o o Yy v s < A W v S Aa = s

Feandnuwazn1sinnudisiu lWsunsudssenduuliudeudeaiugiudeyannasaniinisisenvi
< I Y a a & ¢ v a . . = Ay a . . & v
Auna Wuanmgiiinnislaudiivledsienaia Injection ganslaudnlginaia SQL  Injection U
Usgasaounsnards SOL  nlung input  form  vuiluina vilaiunsasnfiunislae Anudulu
gudayald Inenumds SQL 1w insert update delete w3 dsrdeUngudoya WWusu fimuilusunsy
Uszgnauvuvtudesimuivledlaemdsdnisdesiunislaufisaewaia Injection fae fatiy 11msgIu
atvilfsldemuuatunistesiutlymasnan asil

(1) Wswnsudszanduuiufosdinisdnyin Prepared Statement wag/W3e Stored Procedure 1iu
Bsiezwenddslunisussinananayefivsthlulssananasenainiu 91n15nsienanvzdae
Joatunslaufse3snnsvia SQL Injection 1¢ FvanunsadnunseaziBeniisfiubes Stored
Procedure 7 https://www.owasp.org/index.php/Guide_to SQL Injection &g
https://www.owasp.org/index.php/Avoiding SQL Injection#Parameterized
Stored_Procedures

@& a

(2) WsunsuuszenduwIvfeaiin1sdasia Input validation Input validation 1du3Snsildluns

[ [

nsrvaeudeyanlasuisudiniussutanadds duinduisnisidrAguazdnluianly

nsruuMsiawsyuuliianuiiuasasnds minszuulag seulvglduinsaunsateudoyald

Inglufinsnsiagaundl n1slauAszuvazaNITavinladiy N5 Input validation dudnn15dee)
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a

WeeuARadauTasyyIULUUTeayalayy e ldeaygnrdeuingseuu F93undntodinis

Y 9 v 9

YY) 1

711 Whitelist wag Blacklist #Nua1#UFIBE19015%11 Whitelist 191 n1sonluanlidionansasmos

augnbionlnanldanzlnaniuiuana (File extension) 1Uu .txt .docx xlsx pdf Wiy Fan1s

q

) o [

WauHeidudmsuri Whitelist dananfagyilinsnengusnlvanlndsunsnenias Juvussuu

yldeInBetu Fapgren1svi Blacklist 1y n1ssuAan Form figlduinmansenidanasdoslal
mgigmlﬁﬁé’ﬂsuszﬁm‘wﬂizanﬁLgaiﬁLﬁﬂﬂwiiamﬁé’aamﬂﬁwhqe] i Fadlidnsldwdemune <
> visesodldlidnislddnin <scripts \Wudu Fanmswamunileidudmduri Blacklist fand1avzaae
yhlanlenalunsgnlauddusaladnseiunis
(3) WsunsuuszgnAuuiudedinisvi Encoding w31 Sanitization
doyafisuainainaeusnasinisii Encoding 3 Sanitization AeutABNUsTANANA
Wietosrunmslavdsmemaiiama q doyafiiunszuiumsdnanazgnuiassuuuuesteyaias
snanilaglduinstieglusuuuuitszuuthludsznanaldlnglisunste fegratu nsldany
et mysql_real_escape_string lunwn PHP itedastunislauddemadia SQL Injection lng
Hertudananazinisnsaaeuifinistoudsnusemmdunvielal mndfledduiinaagii
nsULASD9INY Backslash aslusumih 1wy mnfuszasdetoudeyaildlunislaufsyuy
Wy OR 1=1 ' szuvazuvasAndu \' OR 1=1 -\’ Fawiriudeyaiidwnlaufeglidunala o
JeavdunanunsaeuiininlinenaIsves OWASP
(https://www.owasp.org/index.php/SQL Injection Prevention Cheat Sheet uag
https://www.owasp.org/index.php/Query Parameterization Cheat Sheet)
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6.2 nsdasnunislaufainimaiia Session Hijacking

Tumsithdaiuledle q vesldiing sziimsdsiiedudunieauimaiv Funsosudnsiviesd
Bslumsnnaaeunagiigaiinuveslivinamainuaeis Feisaldsulasunntufe msaislmiu
(token) @9l Tudoyanissusesiamuvesdlduinns (User authentication credential)  Fuwdaaan
nsgvrunsBusufinueslduinisdnsa finEonis Session ID 1ae Session 1D Haggnululdlunis
$r9dauaznsnanuanslumatidmiiniumadi q luiulediglduiniaduieum Session ID Hawgnld
aunhglduimsaslandeidlusunsudugiiv Adeazdunisau Session 1D Huly wagazlianunsald
Session ID 1iulun15é1584l#Bn nendeandesdalusunsudugiiuiul Feaglésu Session ID Ind a1n
dnvagnsianutinsdiy siliia3esuinsivarunsadiamudoyansilagliuinsldnasnnsiuiming
Tusunsudugiudilignn shlvsvasdieanunsooderedimidlunislaudifuledies Session Hijack
IeiuARensinaluey Session ID vourlduinng 1uen Session ID Widlumadiuledseansueadives

. Py
session 191

[

v dydv o 2 (% ! dy
wnspruatuiivefimuntunsdesiulymeainan fal

[ Y

(1) Session ID Aifldeyanis¥usessmuvesliuinis (User authentication credential) #osfinng
Whsiadu nsiisiadudeyanissusesinuueliuins medanesiudmsunisidniadu vise
flafduney wwteliuszasdeliaunsaidoyadnanmnldldlasine Fsazdrvannrmidssan
nslaufismeinaila Session Hijacking

(2) WsunsuUszynauuiudesiinum Session Timeout lusgegnanfimunzay
nsfmun Session Timeout Lusnpsnisuilsiitisanauidssainnslaufdiemaia Session
Hijacking TTeiiszogIa e fmun Session Timeout éuaaLwiazL%Ulmﬁéﬁuagjﬁquaﬂiiumﬂ%ﬂm
wazaudeInsldauvedliuinng sndedradu mnglduinsldnanedelunisdreunazsi
ganssuiiAgtesuuivleiiadeauas 1 $2lus fio199gimunly Session timeout ogfl 1 Falug
s

'
1 I

(3) fuuaAn Session 1D udrduitaneanlailduaglifinisldilussesanfiiangay
nsldf Session ID FifuArdu (Random value) mmualaild uasifuanfilaifinisinduanldely
sypzaivinzauztianndsannslaufdiomeaia Session Hijacking 1¢

(@) Ao9dIA Session D lugoanianisdeansfifinisid1siadu (Encrypted  connection)
TUsunsudsegnduuiuiifinngdsan Session 1D KuszuuiTetisnouinmes lagianiznisdiniu
fauuslu URL egnalawe fnasdnnudssienislaufisnemadia Session Hijacking GNRIREGNGY!
Session 1D MsdsHTBIMINTARTTiNTIdsTEdy 1wu msdsteyarinulnsinasa HTTPS (g
swazBeadfiudnlunianuin 1) iedesiunsdnasuiniudoya vie fnsduiugemisduilyl

WalNgsDa1s1Tue [WudY
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a A a Y o Y] a a . .. . = A a Y
3']EJaSL@EJﬂ‘V]Lﬂ?J']GUENﬂUﬂqiﬂaﬂﬂUﬂqﬁiﬂﬂJmﬂqﬂLmﬂu@ Session Huackmg a']u'ﬁﬂﬂﬂ@']LWllL@]ll‘lﬂ

NLBNEITVBI OWASP 6111 URL ‘ﬁl

https://www.owasp.org/index.php/Session_Management Cheat Sheet

6.3 n1stasnunislaufainwmaiin Cross-site Scripting

Cross-Site Scripting (XSS) tfnvndedtnivediuled/Junanlifinnsdansesuaznsiaaautoyad

lsuangldusnisindudeyaiiedelavield vinbiiussassdeaunsawnsnandasing o wWaldlwiuime
degldusnisFenundnivmatiu fenaazgnaluedeyadirgyluld Jaguszasnioesaziiluasesuas
fondudnluguivlediatioundainduglduinisdias

(1)

[

wnspruatuiitiveimualunsdasiunislauissmaiafina fadl

TsunsuuszenAuiIussainisvi Input validation

Input validation {Ju3smsilélumsnsivaeudeyaiildsunoudandszinanasss ngldng
910 Whitelist o svysunuuvesteyaioygalitouiiyaiiiszuy 1wy msdwinanlvidionans
whosoyylviEnivanldlanglndfifuiuana (File Extension) Wu txt docx xlsx pdf iy
TUsunsuvszgniuuiudesinisnsiaasuteyayamaduivled

msnsaaeuteyayamasluivledimdsuteyaiiiaund 1uaniudnsunse wisld
U ansUARTLASmInesnusERAwsnag WU < > ? & # 1Judu Tnedesdnnsonadeanewmani
rouflavilUUsznanatiedosudnisiiu uaznsnsesduwnangliidundn Tne Bunmeineg lims
gnianldaulusiudt widfesdinisnsesdeunnads wasdesthilaldindldlianmsonsaniudlag as
TwAuld Asuvasmin "Non-alphanumeric  data” 1inanendu HTML character \@eufiou 19u
iwsesvsnetienndn "<" asgnuvaadu "& Lt ;" 1usy
TUsunsuuszgnAuiudasdinisvh Output validation ludnweus Sanitization

A3 HTML Entity Encoding #3® URL Encoding ﬁu%’agaﬁ%uamma 1nun1591 Output
validation 1Wsuiaiiounstiostunisuananadeyaiilifiesuszasddailsgléuing wu nmsuaniua

Y

Y a N & v A & ¢ v v = v
JaRanan (Error  Message) Mluuasionananstoyanidulsylevisegusvacnine Jataya

(% £% (%
(Y a v = (% 1

veanuailfuszasdieannsasiurunndudeyaildlanfivledlaienniu fegragu sl
flandu htmlentities Tun1wn PHP iedasiumslaudmewmatia XSS auufingussasnieiinisds
A1 <script>alert("Hacked")</script> Wnandassuurusudsnils Werwanangninluussaiana
Uit htmlentities #3983 Encode Ansing q Tiegluguuuiilusunsuaug ivueaduiiie
o ad v Ay v 1% ) ] % &

18AUSTTUAT NTUUNAANTNLAINAT Encode  drwilandudengd azlaeanuiuy
&lt;script&gtialert("Hacked"&lty/script&et; 0819bsAin1n TUTUNTUAUALIVS TN TORAAINAA
mananlailu <script>alert("Hacked")</script> lulagldusnslded wisgluguuuuvesdaninuds

Tanwsathundsznanaludnuaganiudnmungussasdiedeansla
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(@) Wsunsuuszanduuiuseadnisldau HTTPOly Cookie flag

HTTPONly Lﬂugﬂu;uumaﬁmumﬁ’nﬁmau (Flag) ﬁm%’uﬂaaﬁ’ﬂﬂﬁﬁja;ﬂ%’ﬁmsmmaa
nsLifisAn Cookie vasszuulsl Tnevhlumnszuuiivedlnivesnslaudsnemaia Xss fuszasd
Huoradsmdaiieliglduinmsinssdoya Cookie veadliuinsuazdnasudstonasenluds
Janems saddluunndsenadslifinnsusuasudily Cookie dke udegnalsfiniunsléam
HTTPONlY tugsfifednfninanunsaldmuiulusunsudugduitaduayuibu wu Tsunsudug
U Chrome fausineddu 1.0.158 wie Safar fausiiesdu 4 w3 Interet Explorer Aaumlaosdu

6spl tHudu

6.4 N15UINUN1SlaNRANWATiA CSRF

. . a4 Y] = cal a v sy
Cross Site Script Forgery (CSRF)" \Justananuusziavmilamaiuledfiinainnisfifussasdse

dnaeulasuwasidadeyalialiowdumdwinglduinsdiasaiefaseduszuusing 9 vesiuled lng

Auledazidnladmiuferdiunanglduinisimasaganiiunmsnuiniows Wy {uszarieefotes

et iuma Yasuwlasmdsdeyalnadoududainidivesiydasuiiefndoduszuusul A1smi

Sumesiln ibiszuudeunasidilaind vesdydneinisingsnssunstuty 9 939

U -dyﬂl ¥ o [ a v a [ 1 [ dy
HIRIFIURVUU Jomuualun1sUeaiunislanfmemaianingry Al

(1) Wswnsuuszgnavuiuaeadinisldeu Unique Token uaz/w3amsi9dou Referrer 3auiunises

v A o @ s
?JaanJa NIDANFINIULUUNDTU

nslaudsmemaila CSRF aradusesiiinlalasnndniia uwpisnistesnunlanannanfe

q

n1sasnedoyasiade weldlun1snsiadeuainugnieavestoyaiidawnUszaiana 81938MI8n13
4319 Unique Token luwuuvlesu welviniladndeyalunvunesuiagdaunussananaluusiazass
tududeyaiiinuiainnsigliuinisess llelusunsudmluiivseansunnldlunisloufiudedng

o Feaziiudieg1awediinsiinaildeinnisdildeiu Online Banking #ilunsaznisingsnssy

> \ena3ve3 OWASP l§7URL
https://www.owasp.org/index.php/HttpOnly#Browsers_Supporting HttpOnly)

OWASP léThenansfisausmaiaciie q lunsdestuainnislaufisemaila Cross-site scripting &4
FeazidaaLiNANAI URL 1
https://www.owasp.org/index.php/XSS (Cross_Site Scripting) Prevention Cheat Sheet

Tayaiuduiieatesdunislaufdienianadadendnaiuisasudininlaivledaes OWASP
SANS 970 URL siail

ey v

https://www.owasp.org/index.php/Cross-Site_Request_Forgery (CSRF)  Prevention Cheat Sheet

https://www.sans.org/reading-room/whitepapers/application/appsec-cross-site-request-forgery-
attackers-33108
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rdpsinsBuduienineian OTP newawe Weailunsduduimeigsnssutuinanglduinig
939

]
s a o w

(2) WsunsuuszenduIufesdinisld Captcha mswWasuuvasaniuznisviauluilsiduniddgy o

W Wasuananuzdendedud 1y neRdudisyAmdus ssuumsaglidlduins Sudusaudn

A39 1 Tinsenswanulual wieuruld Captcha WWudu
6.5 nslasiumslaunandgymideyaduidlva (Sensitive Data Exposure)

et duledsindnsfutoyafifinnuddyuesilivins Ssife mneavinsuszddussmy
yanotavtnsiasin siaiuldidszvududu Saduduisdesdinmsmunliidamedeyadnanderi
Aoty uazdesiimsmuanderuuiafounieteruuanstefanaralilviuanstoyala q 7
Uselomisodusrasate fimuilusunsussgndvuiuiudostanivleflasmilsfanisinwanudy
yostoyafiinrmddnyse

[

v dydﬁ-l o L (Y ! dy
wnspruaduiiivermuntunsdasiulgmaaing dal

(1) Wswnsulszgndvuivazaasiiniseaniuuiasmuaudeauudufiounsedoauuansdoranain

(Notification or Error Message) llviuanadayaiidulszlovisofuszanine

[

(2) Wswnsuuszgndvuivazdesimuivledlalldlifinsldan Autocomplete Tunuunasudidsy

o

WU WUUNBSUANNSUNTaINLTeUNIS MU S UUNLSPANIY 190 WUUNBSUMLN8999AUNIST15Y
Sy gy

4

(3) Tale@® URL ﬁmmLmlé’dwaﬁqiﬂumwﬁﬁwﬁﬁuﬁm%’umuawﬁaw%mﬁlﬁ‘u (Administrator

Control panel web page) LU admin.php %39 login.php Dudu

7. msdufieaaunisaliegnauiiinainnislaudiivled (Incident Handling)

foanauvdeanumsaimslaufifiiatusuiuledludagiu annsosuunldlunanvaieyssan
gosnsland enadumsganuaigidvlnvesnisldnudumesidailiinduusninessudiudieiy
wiourisdafinnmeunidoyaiinislanidameuazamsodumlfosnaiensuulandunedidn Fsain
fhegeaiaflnediansaaoununsaizivlsivennhsnilulsemalne (th) 1ul 2556 wuada
Suled th gniansiterdeunianiulesuiefiionin Web defacement &4 5,230 iulas uanainideny
wnnsallayiludnuaigdug Snunane Tufiemeiiiiatudeny sgdaidies wandiduinnuidesions
grlavdvesszuulumisnusiieg Jsdienudududesiunsvinasmsuaznsdndunsiiestestuns
Huiledloinmmmsnlauludnuzeneg Aoty
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| (Y a a &l (% < (3
7.1 ﬂ']ii‘U&lE]ﬂEJQﬂﬂ'lﬁJVILﬂﬂ‘U‘IJﬂUL’JU‘LGUﬂ

Tnguumnanssuiioanunisaliognanuiiaiuiuledaiuenaisatull Swunsendu 3 Yssan
Yas3UkuUNIslaNAAsal Ul

7.1.1 nsdlduledignungnuazauAu (Intrusions)

foanamainmsyninuazauauiiuled (ntrusions) awnsanuiiuuazduduldieiign ieaann
nslaufiduinagdestinisarssessesuievinguidiulfognsdniau muusazgauszasiuesfszaiie
Freghadu nsademtnivlednasnais (Phishing) iewiaranianisdiy msl,ﬂ?alaul,maa%’auua&mq UU
Guled (Web Defacement) ilentanalunisianedeodos wieuinseianmsmeunsdauasuuivled
(Malware) ttelifitrmniuledfntauad Wudu Jensiufleanunisalfoanaalunsdiivledgnyninuas

& o a Y] a v v & o Nt AY o A 19 o &
ﬂ’J‘UQllua']lI’]'iﬂﬂr]LUUﬂqﬁiéﬂ,uaﬂUmgLﬂﬁnﬂu PNUU AT TURUVUUIINVDNTAUAVILNGIVDINIU

(1) YansiFousieveaiuled
(2) duudeyasiieg Migrdesiunisgnunsniivetuildlun1siiesiest Wi Web Log Sourcecode
Database

[

(3) Asrv@eUTomnislanduazdedinivesuledsedeyaidiumn  Ingluseninsiigauariids
ATIAABUYBINNNTLANA

(@ spwimansaeuinaiiaiumauuy Static Tunmeunudumsdinsm etuasaniunsainig
Unuiudgs suilufadielimhsauannsadiiunsialdedsieiilos lngduimadsnannisia
faoglueiosuinmaiulvl ileannudssainnisiteiesuinisiufugnauguuasuuden
A13ReAANg iietosruliliinafudeyaine fioguueeady

(5) fAulusunsuiiiendes doyariu wazgrudeyaiiietesiuivledidunesduneumiiiazgnland

(6) m3rv@eutedlnivesiuled (estunounthiiazgnlaud) fennsv Vulnerability Assessment
uhlvvestmivesIuledfivinliusrasdieaansanzifiediauaussuuls

() Sufinumgnissiuazduneunisdniunisiiieduimun Welddudoyalunisdesfuuagnis

Uszanuaunurenuinetasiunsdins iy

lunaneasamuinfuszasnireaiunsauninuazidiauauiuledlauiiaiuiusdiusiiannasig
JossepvsealUdsunlastoyatunaisen dwalinisiaszideyanislanfuazdednivenivlediutoya
Log tuvildienntu esanluuimbenuiiivdeya Log Tiilestiaenils vhlinsleszideyaludes
nanfidinslaufiase duliannsavinle egrslsinnudauadomuniudeya Log egvaiauaiionsivdeu
ANslaNANAnTY

7.1.2 nadlduledgnlausludnuae DoS (Denial Of Service)

nstaudiuledludnuae DoS Wunaafe nistaufiieyatulmivledliausaliuinissels 3

WhdsgasRanunsaiinlaanvatgdiy 1y nsanaudIdelioreaniieau nsanten1alun1vingsna

suddutagtunuiddhvszardluganisiieansuimsdinniies dddiunguueninesuseniainaslaud
Ui swuulilideuinisledn TullagdumslaudvenedieenlutienislaudnGenin fnea v3e

-20-



UUFD.1-2557

DDoS (Distributed Denial of Service) L‘Uuaﬂwmumﬂf\]mLﬂuﬂaammmmmﬂimﬂauwamawa’m6] Lmaa
Iammﬂmmﬂunmmmnu "?Nﬂ’]ii‘UiJEJﬁﬂ’]‘NﬂﬁﬂJﬂEJﬂﬂﬂ’]iJIUﬂimL’JUVLGUGmﬂIQMGﬂuaﬂ‘l%u“ DDoS 1
mmgmauuummammwLﬂmsummu

(1) Unnsideusevesiiuled

() dwundoyarineg MAvadostumsgayngniiieranldlunsiiasey 1wy Web Log m3oFirewall
Log

(3) asnaeunneavlefiidesasdoinazidunslandsmeteyaiidnumn Tngunfaswuiiiudoualu
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3.1

fimsimueansnisldau (permission) kagn1saums
n13ndia(access control) (WaUa? 5.2 U9 1)

3.2

psvdauNlnNansolusunsEsy (plug-in program) 7
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agawe wazdmannestulidulagiu
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(W9l 5.3 98 3)

a4

) vy U o P % ~
Falvdinsmuniudadgldnelugiudeyanusseziand
e wavauUgdnlanliladinisldnueenainssuu
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SWAHIUNLA1I19 (Null password) (Wate9l 5.3 18 6)

a.7

ATIvEBULAZAULTNTIATI (temporary file) ignaiiaiu
FEMINNSARASTEUUEIUTEYa (Witehl 5.3 8 7)
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NO3TUIDY Server-side Script Engine MAIDIUINISIAU

-26-




UUFD.1-2557

wuunasunsIvdavdauzAauluaslaanneansuIulua
(Ewudauatniasuinsiunasdwannlusunsudssgnduuiv)

P9D

gausule

FaspsuSuuse

NI

19970 Tu HTTP Header ($4e7i 5.4 40 3)

5.4 fuARTRnGe Server-side Script Engine lallifinsuans
UazLIATOMIANLLAAITORANAA (Error message)
mndsineazidenmsazianidoyaninisniu
(defl 5.4 40 4)
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(Fadafl 5.5 98 2)

6.3 Biftuswarnuildfnsdsrasuuuaiosusnsdu win

o & £% = =3 o [ aa 1% v
Fududedinsiiusiariuasegluguniinsidsiadu
AUNLINTTINAIUANNTUAIUaRASE AU

(Wded 5.5 U9 3)
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YBIDIANT
(4) IUsTTANARALYOUURYRILIUL U
(5) Unumwaznthilvesiiieades
(6) 1FpsUimaiuiiiAetostuuU TR
(7) Atlenvasdwianie nsmzlumangmang
wazMaunAla

(8) S18azIBEnYRINY VY VaRnWUT Wag

WUAULEUNEVDIDIANTTLNEIVDY
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wuunasunsIvdavdauzAauluaslaanneansuIulua
(Ewudauatniasuinsiunasdwannlusunsudssgnduuiv)

P9D

gausule

FaspsuSuuse

NI

(9) ANuUdveIMIdITestoya
(10) Fumeudmsuguduindeyaniinmsdisedlasunis
auadnyagnisdesiuegrauvngay

Ly (N

(11) dupeudmivduduideyalasunmsvianevsed
< o d‘ 1 o & ¥

nsiiudnwideldianudndulunsldanu

(12) Tuppudmivguduinteyaninisdrsesaunsa

gniseneeninldnuliegagndedunsaliifinnsiose

(13) Ausuiaveuewfidiusaulumsiuing

nsUeaiu waznisiangdeya

(18) szeznatunisfiusnundeyausazUsean

(15) wihisuiiaveuvesiudsesdeya (Mndl)
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wuunasudmiunsudlusienisndediasuulie (nnsnsrasauaauzaNliunslaandie)

fog1veawuulaudmsunsuilusensNgfeUsuUBuinINN1snTIRde Uan UL AINTUAS
Uaoasevosdulgdmudormuauazuuivislusnasgiuvadull wazdlonusemsildduluamudesinuai
Wiszysensuilvadusuurlesunieuduimuaszezianlunisudluiiediaveseiieitewsly

JUNNSIdU ‘v
VUl
01U
ey
o o o o 4 Fandoaunly
v o g | um ANB5UNYSIENITN . NSO LY .
aAneui v v L946) S SuRavaU Junudn
578974 ORI YA snun1suAlay o
Tng LE5
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AMARWIN U, JURUUNIEREsaE duAIUaanfEIEnIlUSINSUAURLIUIALAS BIUSMSIY

InslnAoa SSL (Secure Socket Layer protocol) wag TLS (Transport Layer Security protocol)
Julnsinaoaiidmungluuunisdeasiisianusiunsaonds Feaansadesiunisiearsveslusunsy
Useandlussuusuli  (Client-Server  system) 31nn15aauils (eavesdropping) n1sunlulimdenie
(tampering) uaz n1sUasuwlastenuiilélunisdeas (Message forcery) Tnslnpea SSL gninunldeu
afausnlud 1994 Tneu3sm Netscape Communications waginuanldfinsuuusadteudlaymany
funsuaadoradinslnanaly 2 ads unsneftuaarineves SSL Aeasdu 3 Fegnitamnlud 1996 au
\onas RFC 6101 [8] Tuvaziilnslnaea TLS gnitaunsiosenifiowdlutigmeniiiuasiasadslulnsln
aoa SSL 1ull 1999 Ing IETF Sslddinmsimunduinpssnnagldinsimuuivlgsedostunndu TLs
nesdu 1.2 Tud 2008 mu RFC 5246 [9] WunestutlagtuiliiunseensuluFomwesmuiiunasns
unitga eglsAimaluiagiiuedesuinmsivuaslusunsudugiiulalldsesiulnsinaea SSL/TLS ynnes
Fu fanaanisdrmadulediily [10] dedeusnsiay wa. 2557 nudduledinnninfesay 99 saasu
TnslnAoa TLS 1.0 uaw SSL 3.0 luvagiiulediiseadu TLS 1.1 way TLS 1.2 S1urudesay 23 uazies
Az 25 AuaRY

Inslvpea SSL/TLS fmuasuiuunisdeansiiaulunivaonienignssuiunsnugiundafy 3
N3EUIUNTTILALA

1. msduduiauvesasaaussiu
Inslvmea SSL/TLS ayaaliglduinistuduenanualuadesesu3nisiiu (Web server’s
identity) Ingldimafiavesnisidrsialagldnausasisazasisasuluiusedidnnseiindvesiaien
a @& Y a o a & A ea 1 oA A = ! o a a ¢
usmsiuieenlaggliuiniseantuiusedidnnsetindnundetenieliuarluiusesdid nnseling
mananadsanunsaldauls linueergrsesglusenisiinoeulususesdidnvseiingd
2. mMstudumnurelduinig
w3esuInIsIvansadudutendnualvesflduinis drenisnsiaaeuluiuses
didnwselindveliuinisiamatiavesnisiinsialaeldnyuaaisisazuiu dulngudslunsd
A A Y a Y a )~ A v W r-ﬂll a I3 "o =
niimstuduinuveldusnig Jldusnisasiinstududinuvennissuinisiivaivdiuly dady
nMsBuduAIRUYNEDe (Mutual authentication)
3. nmshsviateyaildlunisdeans
nslvmea SSL/TLS  anwnsaldlunisidhsiadeyaiildSudsiuseninauaiesuinsiivuas
lWsunsuAugiu lnenisidennszuiunisidnsiateyanidanuduaslasndowaziunzauiunis

(%
o I v oa

d' o v v Aa = a 1
GRGHE u@ﬂf\nﬂu&h‘i?ﬁll']iﬂmi'ﬂQa@Uiquaﬂ@yjawuﬂqianquumﬂqiLLmﬁﬂﬁia‘Ua@uLLUaﬂ‘Vﬁ@lﬂJ

Aulaanliladnisdn SSL/TLS wildau sslinlendligussasdsioaunsaasuils wilvwazuae
wUasdayaildiu-deseninaaiasuinisivwalduinisia

-34-



UUFD.1-2557

1. N15LANLIBSVUVDY SSL/TLS Mmsnzas

1.1 Twslveea SSL/TLS finangieiiu usaznestuilauamfduausiuasaondelimioudu dlu
utaziiasduves SSL/TLS fineaziBondail

(1) SSL veddu 2 fimnusiunsasndoduasdaguulaifinglda

(2) SSL neddu 3 Wamnmnain SSL nesdu 2 uslutegtumieaudning/lifesldnu st
neitu 3 1esnnn ssL nestuilifianauiifidfyuisedne Sntedlduinsdnlngiuly
Tdeu TLS v1.0

(3) TLS 959U 1.0 Wwunanann SSL neddu 3 auautRdwlnuidisnusiunsasade deld
nufuesrusznaudus egreseinseds iulnslnaea HTTP

v
<) v v

(@) TLS v059u 1.1 war 1.2 unlalgmnluimuanudunsUasndeiduniinimun

Tulagtuldsunsudugiiviinissesiu SSL/TLS Tuusiasiiostudiswoluil
(1) Mozilla Firefox 3937 27 Yuld 5895U TLS v1.2 Wesduiisnittusesiuanie SsL 3.0

wae TLS 1.0
(2) Google Chrome 11853y 30 FulU 59950 TLS v1.2
(3) Internet Explorer nesiu 8 %ulﬂ $895U SSL 2.0, SSL 3.0, TLS v1.0, TLS v1.1, TLS v1.2

1.2 wuawnensidenttiastuvedlnsineea SSL/TLS fsall

£%
a A (3

(1) TLS vi1.2  ersazthunlddulnsineeandn iesainlunestull dassusynautaziinig

witamludumuiuaaaeesedliilulnsinaeanesduneus 381 unanrlosureunio
Usmaiiulaisesiu TLS vi.2 Alvnausmiiie§uuss wieduinisvesdliuinnslusessu Al
ausludaliuinistug edmandeluluouian

2) Tutudu wugthinedesusnsdufossesu TLS v1.0/ TLS Vil ieswindad wdes
;ﬂ%ﬂ%mﬂ%‘[wﬂmaaL’J@%ﬁfﬁl’uﬁuq pEnamaINMay 39 TLS voeii 2 1estudl azsesiuniiy

TupsUanasulunisidnuniisswedmsuiuled
2. N15LABNITN5HUNTIEVDY SSL/TLS Mnunzay

1un15@mia§aawsuammaLﬂﬁlﬂu%’a%aaéwﬁumﬂaamﬁa sxdeailiudlaldinnsindedoasiu
Artulnemssssnineddelayauassutoyaiioamauarliinsdnilsdeualasyanadu dslulnslnaoa S
waz TLS 6finsld Cipher suite dwiuimuasziupnutiuaclasnsfevesnisindedoasiiinty Ine
Cipher suite avUsgnausiemizelasadnsingg Mihuszneutuilminanusiiunsaondelussdusnag
Faaunsausudsunihelasasamhelanienilld mnasanuildfissfuanusiunsasasdefiosne
Tnelnsinpoa SSL/TLS 9edinnsléinsiveea handshake Tunsanasisnisdeansseninuedesuinsiumay
wiessuuimsiudaenisiden Cipher suite lUldau iienisBududinuvesudazing nsdslususes
Sidnnsedndsywinetu uavnsadne session key #1319 d nsidenisnsdisaves SSLTLS
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=

winzgauduegiunaneadenuusaresing FelidulunaededdiSnmadrsianianudunsaendogegn

v Ao

aueld Tnedasudesrulunisidenldtunauisniswinsvaisadl

(1)

ANMULUAIUADANBIFDINTT

f.

.

ARy vesaya tnevndeyaiiaudfnuin Asldismsidnsianiiauiuasasndegs
szezavesoya lnemndayaiieuddgudegluszezianduy (wWu vanTuwnunasdundn

) Aanunsaldisnsitnswaniseauanusiuaslasnfsanadun

[y 1 = YY)

feaneusiedaya nemndeyalszauduanaiugs Aasldisnmadnsia

S ) o
nilmuiunsUaensiogs

o A = o = o & Yooy Y o A o
1195N15N1sUeuEY Feennsaldunuiieanannudndulumsldisnmstsianiaiuiuag
Uaenfiags 1w nsdenidisnisinsedearsiiimstesiu lngeraidunisldnudumesidauuy

[

"iﬁ’]ﬂWUE]‘UL“UG\LLV]‘IAﬂ’]ﬂ“E’JJQ’]uauLW@%Lﬁ@ﬁ’]ﬁ’]im%

#1550UEI9BIN"5 (Required performance) lngyNABINITALTTOULNFY 8193LABITANININEINT

YOITEUULNLLAL S99 0udpIanseAuAILIUAIaDRABYDIIS NSNS

NENBINTVBITLUU LABWINTINSNEINT 18U NTZUIUNNT MSauUemug1 Ty Aanunsalddisnns

o—

' '
v a [y o

IsFEndszauANUITUAIUaanSBanaIunle

1Y

Y9INNANIUNITUIYY N15E999N WALAISITINUITNSNTHAVDILAREUTENA

N35095U3 M sawuUs1e) Inelusunsudssgnaui iy

35993 UTBNsnIaRuUAeY Tnglusunsudugiivresnguilduinisithng
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Inedidaegsnsiaenld SSL/TLS Cipher suite muanwuznsidnutazmutiuaslasniiiiugiin

141 Guideline on Securing Public Web Servers ﬁéﬁ’\i‘ﬁl

ANWLNT YU

Cipher Suite

TuSusesdiannsaiind
F1msuLATeausNIsAU

ANNTUAsURRAEIER

WNsIIia: nsinsaELUY Advanced Encryption Standard
(AES) Fenauarun 128 Snuly viedendunsdrsiauuy
Triple Data Encryption Standard (3DES) ﬁ’mqagm‘umﬂ 168 Un
(I¥nayua 3 du) laensidnswauuy 3DES Agdndtwuy AES

HMAC: Secure Hash Algorithm 1 (SHA-1) %38 SHA-256

ns8udumInu: Digital Signature Standard (DSS) %39 RSA

DSS %130 RSA Agnayua
yun 2048 TnTuly uay
hash function uu SHA-1
Ve SHA-256 wiail n1sld
SHA-256 Tulususes
dlannseiindenavineu
Swiuldlafuglduinisies
i

ANuLuAIUannfauLaY
AUITOUL (Security and
Preformance)

Wnsiisvia: MINTRERUY AES fagnawaven 128 Ia
HMAC: SHA-1

FBns8udusInY: DSS 15 RSA

DSS %130 RSA Agnayuka
um 1024 Tnuly way
hash function wuu SHA-1

auunsUaensSouay
aniulasiuiula
YDITLUU (Security and
Compatability)

WNSIHE: NMSUNTTLUU AES PI8nNkaTUIN 128 Un 1138
donfunisidnsauuy 3DES menuavig 168 In (dnaus 3
31)

HMAC: SHA-1

FFnsPudusmu: DSS %38 RSA

DSS %38 RSA Mgnayia
un 1024 Tndull way
hash function wuu SHA-1

ASPUTUAINULALANS
Jasniunisuasuuwdas

HMAC: SHA-1

FFnsPudusmu: DSS %38 RSA

DSS %130 RSA Agnayika
um 1024 TnFuly way
hash function iUy SHA-1

A5NA 1 anwagmsldnuuezausiuasUasndeiuziilily Guideline on Securing Public Web Servers

9819l5ARU SSL Soe5ULany cipher suites MU RSA, Diffie-Hellman, uay Fortezza/DMS Lile
dlUlguduiuusaug Tumsasiesiadu diu TLS leunannissessu cipher suite My Fortezza/DLS
wiiaugywlvianunsawiiy cipher suites L lululnsinaea TLS westusialula
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aaNuan A. nsiteulususesdidannsafinddnsunisaeansognatiunslannse

Tuprshasanazldau sSL/TLS  dudanuuandrsiululuaulszianesasesu3nisiiu Fugua
3IU3INILIU Mmstdenldulususesdianvseiindmudsziangsiauazdnvasilomvsaivldlay
Tususesdidnnsedinddmsuivlediieg 3 Ussuan laun

Uszinn?l 1 Domain Validation 1Huludusesiiidnssasesu 128-256 U asiaaaunniiiu
W1ved awuiessiudeyadueluiuses SSL wieluneunseud® vinlvidiay
JuAannNwariAINNLILYND

Ussandi 2 Organization Validation : {fulususesdmsuesdnsiidesnsifinanuiidede
Tnefinsnsaaeuesdnsiivelufuses SSL nilegadevidelal fimsBuduteyar
galuduses SSL malnsdndt (Verify Call) Ineduguidrswaduil 128 Tn uay
geandl 256 U vhlilanusiunsUasnfouasinnuinideiogs

Uszlanil 3 Extended Validation : 1¥uluiusesseiugegn Tnsfinsnsivasudeyaoeis
Wnnndennulud vedlaluuuasnsI9doUfInuYeI8dAng WL NIATIEY
TeeAnsilogass ImJmﬁmuumﬂawﬂm5‘vmﬂgumaau 7 YDINUIBIY, N3
1mammmmmmaawamlaaammammmumaamwawaw Weuld
wiald 1Dusiu Imamaﬂwuﬂﬂgwma (Third Party) mluﬂimﬂmuﬂﬂgwma
vdefilfinunenanmuisANLAsEmAlng - amnufusesenalsves
onade Tasdusiudnsaduil 128 Sn was geandl 256 Tn Gasmneduasdns
fiFeansmnuindefiog wu ulessuians 1usu

WadenuszinnvesludusesdannsetndMvunzaulaunad ﬁfwlfi’hfgjﬂizmumsdaﬁﬁawﬂ%ﬂm
Tususesdiannsatnduaznisansdlususesdidnnseting Falitunaussaluil

1. nsvaludusasdidnnsalinddusurnsosusnisiiuinofnns SSL/TLS

Tullagtuivlgdwaenaisfiunnuneg audldusnisldannsosenuezlainivledladinuindede
viauiuladlalsitindedie nszurunstudumnuiuledlaelilususesdidnmsedinddmiuindesuinisivia
Huisnmandsfiasshligldvinmaiuladanmsashilaléiivleddsiosadduinstuisauegatouy
I5unssusesangliuinisesnluiusesdidnnsedndiindetio nsvuiunssnwimnusiuasasnsoves
Tnslnaoa SSL/TLS liasdunsdhsdateyaildlunisions wagmsBudusnudniuegiungua
assugfiegluluiusesdidnnsednddmiuiaiesuinaiviaduluiusesiglviuiniseenluiuses
Bidnvseiind (Certificate Authority) YUse3nQUaas 38l (public key) Mtauinduveaiuludiiynaa
viodAyanaiifivrdeadudiveasfuiuiiaveu Welivinslilusunsudugiivindeiuirdesuinig
SuilldlnsTvaea SSL/TLS reuflagdndunsdsiatoyaiionisdoansssainsfudu Waunsudugiivas
nyadeuALgndosvesluiusesdidnnsednddaldunnsrvasuinduluusesieenlneglsiuinisesn
Tufusesiilusunsudugdudu q deflevidol vie avaaeuiiluiusessindnldgnenidnnisldnunie
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IS ]

wunengnsell Wudu nmsdendliuinisesnlususesddnnselindidududsnileiniiaudAysoniny
tupsUaeasdeduuinsdnsunsdeniduinisandliuinseenlususesdidnnsetinddmsuaseuinig

Guilnasaludl

(1)

dmfunmsidengliuinisesnluiusesdidnnseindfiundefienslulszmealng 1ihves
Gulwividedpuainiesuinsiumsveluiusesdidnnsedndangliuinsilasunsiuses
MngliuInseenluiusesdidnnsednduniaid (Thailand National Root Certification
Authority)  Zeanunsansiaseunedevesiliuinisesnluiusesdidnnsedndildiuns
$U39931n URL: http://www.nrca.go.th

&

dmsunisidendliuiniseenluusesdidnnsetindlusissema Wrvesiuled viodgua
A a I3 = Y a [ a < a a1 a
A3BIUTNITIUAISIRRNYiUINseenluTusesdiannselindfi1un13n 319U sEiiums
ANTIUAINITAIWNIATFIUEINAYY 1915518 Web Trust 1Tusu
WrveaiuleavsedguansesuinsiunvelduinisaisfinesieaziBunveuwuiulouy
(Certificate policy) wazkuIUUR (Certification practice statement) ¥aeliusn1seen
Tususeidiannsalindag195aUAy SAUDIANYITIwazLBeaLazaulunisliusnITves
lususesdidnnsotindusazUsznm
Aliusnisesntuiusesdiannseiindedaesdeiuinisteyavesenmsifinaeulususes
dudnnsednd (Certificate Revocation List (CRL)) lagludiuvesuinisdus §ldusnig
anusatunlglunisnansadenldusnisiaau dusnisinsinaealadean (Online
Certificate Status Protocol (OCSP)) @1n$un1snsiadasuaniuzvaslususasdiannsating
= a Y a A ¢ X . o a & A ¢
3aUINTeanluSUIIBanNIatndUsynn domain-validated wazlususesdidnnseing

UszLnm Extended Validation tudu [11]

2. nsasrFesvaldeaulususesdidannsaiind

' (%
A oA 1% v

waenidendiuniseenlususesdiannseiindiundeiiowditu Tudiuvestunaunisderises

Wiaualdeu Certificate T fsnwazdeunnanaluil

(1) duaiA3adusn1siiv adanyuansia (Key Pain Tu lnenyuaasisaztuazysenaumiy Public

Key uag Private Key ¥aaa3aeusnsiiu wisthunldludunounisad1alnd Certificate Signing

Request
(2) duaiasesu3nisiiu a¥1a Certificate Signing Request (CSR) Tnglud CSR AfigUuuunuunnsgy
RFC 2986 uag PKCS#10 laglwa CSR avUsynaulusie 3 esrusenaunansal

f.

Certificate Request Information (CRI) 1 CRI HagUsznouludae Distinguish Name,
Public Key %8uA389U3N1543U wag Attribute 99 WU S18avidenveesnns tumu
(Optional)
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9. Signature Algorithm Identifier

M. Digital Signature : 1Jun1s Sign @38 Private Key w84A389USA53U Wiallunissuses
Toyainduauas

dlefideyansuiy 3 @ w3eeu3nsivasadnalid SR Tagluwsazusgndliuinisaies
U3N15430aed38Nsadelug CSR uansineduly endiognauy

L1 Microsoft IIS azillusunsu IS Manager titaldlun1sdanistoyasig Mg UATIUINIS
AU wazaziilugadmduaselng CSR fie Create Certificate Request AagU

& e -

GJ' Server Certificates

Import...

Use this Feature to request and manage certificates that the Web server can use with Web sites configured For S5L. Create Certificate Request... h

Hame =+ | Issued To | Issued By | Expiration Date | certificate | Complete Certificate Request...
WIMSvC-ETDASTANDARD WIMSvC-ETDASTANDARD 7/23(2023 1:38:34 PM  0E2B2B6A6 Create Domain Certificate...

115 Express Development Certific... localhost localhost 7/25/2018 7:00:00 .., S228ESEF6 . |

standard.etda.or.th standard.etda.or th GlobalSign Organization Validatio... 2/20/2015 3:44:51 PM  B0296DSDC Create Seff-Signed Certificate...

Al 2 Tugadmuasnalild CSR fie Create Certificate Request

Tu Apache mmLLame‘Uimmiﬂfﬁmasﬂm Apache 7138 Apache OpensSL lunisadald CSR
R OpenSSL uavmmmmmum aamsﬂ,m Jusr/local/ssl/bin wagld command line ’Lumiaswmﬂmum
salg CSR dagy

OpenSSLY> genrsa —des3d -out www.mydomain.com.key 2848
Loading 'screen’ y randon state done
Generating RSA private key, 2848 bhit long modulus

A 61—)537 29;10(1@1) ..................................................

phrase for www.nydomain.com.key:

ami 3 M3ld command line Tunsashananayuagsald CSr

(3) fauaniesuiniaiuinlng csr dadludaliuiniseenlususedidnnseind iledsdiosueld
milususesdidnnsedind Fslunsdedeseldnulususesdidnnsedndiiu ffedunn fail
n. fesdnsveshudumienuvesss wwdewihnisdelususesdidnnsednduuiunily
Usznelne Ssfguaiaieauinmsiivdesdsuuuesudiesveltou lundeudulud CSR fe
iy USTn INET Wuiunusming TuSusesdidnnsedindues GlobalSign tHumu
v, fhesdnsvesihudunhsnuenvu ansnsavhniste lufusesdidnusedndlilaemseann
Certificate Authority ¥eazvinsteruuisniunuvessymealnefls
A. U990u U3¥M Thai Digital ID w3 TDID WJudliuiniseenlususesdiannselindsnaunsnues
Uszinalneilifunsfusesmuannsgiuaina Trust Service Principles and Criteria for
Certification Authorities Version2.0 (WebTrust for CAs) Luldgafiugliusnisesn

Tususesdiannsatindiinlan dawnd 2013 Fearursaduaisesvaldnu Tususes
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sldnunsefndnseuviaonaisou 9 laduifeany s18azLYALNULANAIY URL
http://www.thaidigitalid.com/index.jsp?page=registration_ssl.jsp
(@) douaniesuinisiivdesinisdisestoyalnd CSR uag key-pair Ly Inedeyaludiui

[

WuAMuUaUY

£

<@
LAY

3. Msfanslususasdannsaiingd

degliusniseenluiusesdiannseindasisaeumauresuelduinisuasaniiunisludunousig <
ool Tususesdiannsetindliungueldusnismuguuures X509 Feudos Avzarusadgiuneu
n1sinselususesdiannselindld lnedauaniasuinisiivaglasuduaaingliuiniseenluiuses

a &

didnwselind \Wudnvaglavseyasiadeanuuuuiiniouiudiua JaazvinmsdsiBiuavesveluiuses
a «

diinnsetindlagnsaserudmunudmuie Feguuuuazuandiueenliuamuudaz usengliuinisinies
Usn1siu TudwatisteazidunvadlususesdidnnsatndndauiSn1sands SSL Falaenantaiaziisnisaad

(1) Jouatasesu3nisiiunsivaeunounisinas uuladndlug Certificate  dmiumsoufndnsudu
Taeviatusdnlewn
n. intermediate certificate : WU certificate NuLNOSUTRIDIANINSvRLTUTUSUTDY
ddnnsefindinfifinuaie e intermediate certificate  azoengluIn1seenluiuses
a & a & . Y ) Y a ) a & a &
didnnselind (GlobalSign) Falasunissusesgliiusniseanlususesdiannselind (Root
CA)
9. SSL Certificate Wulususesdidnnseiindvaslamuiuidosveldau SSL Certificate
(2) Jouan3pu3INIsIUAAAT intermediate certificate waz SSL Certificate nuATan15AAAIIOIUTENY
TiusNsnIeIusnIsivwaazuien - 3938nshndssiiegluduainiguarsosuinsivlasuaing
Trusniseenlususesdidnnsetnd

(3) \dlefinduasaiouiesudn Jauasesuinisiviansnasesuinisiiu

I
[

4. n1SUSURAIAIRAAIANEINY SSL/TLS

Q’@LLam%aw%msﬁw%’uLm'qmsmﬂmauﬁ%mﬁmiﬁu Weliduledldaulususesdidnnsedng
Istegrsanysal Inens14u3n1s Configuration Checker angliiusniseenlususesdidnnsetinditerdu
MINTIAADUANNATUEIUTBINTTUSULAIALATIUSNTIU WU GlobalSign  agiu3n1smsradeundy
asudulunsinsuazysunrsaiieldanu SSL aa URL: https://sslcheck.globalsign.com/en_US 1ng
ansald URL wesiulesiidesnsvngey dodssinanaadaiavuansssduiiiulamifulafu AF waxd
sren1svesdeunnsesiidesutlufiuniundoniitsvazidonlasnin Fauata3esuinigivaunsaii
semsteunnsesiinuimusluyiuusafiald fstuneunsuiuudsinsegsveaaiasuinsiuuay
Gulsdazuanssiulumuuisngliuinmsveaniesiinsiivudazuitn uazltiaiesdioveslusunsudug
U Google Chrome #i%011 JavaScript Console witegaglunisnsradeuntiuma Tfdrulafides

Usugiludielildnulususesdiannseiindldegrafiuuszdndnin lneila Google Chrome wainad
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= \den Tool > JavaScript Console AagUsinguiiAssann dsdrddounnsedla 9 Aazusingly

v . X
NUIMNNU

@ Developer Tools - https://standard.ctda.or.th/wp/ - g
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